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Change Log

Date Change Description

2017-04-12 Initial release.

2018-03-07 Added Check Report and Chart Settings section.
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Troubleshooting Report Performance

This guide helps you to troubleshoot reporting and FortiView related performance issues. If your system has
reporting and FortiView related performance issues, try the following methods to determine and solve the
problem.

Many troubleshooting steps use CLI commands and require interpreting the results to isolate the cause of
performance issues.

Group reports

Grouping reports can significantly save report generation time. Grouping reports can reduce the number of
hcache tables, improve auto-hcache completion time, and improve report completion time. To see which reports
are in a group, use the execute sql-report list-schedule <ADOM> command. To group reports, see
Grouping reports in the FortiAnalyzer Administration Guide.

Run the same report on a difference device

Try running the same report on a different device and see if performance improves. If reports run faster on a
newer device, consider upgrading your hardware. If report performance is similar on different devices, use the
following sections to continue troubleshooting.

Check hardware and software status

Run get system status

This command shows system status such as platform type (hardware or VM), firmware version, system time, disk
usage, and file system format.

Use this information to check if the hardware is overloaded. This information also helps you and customer support
to quickly identify any issues and narrow down the investigation.

Following is a sample result of running this command.

Platform Type : FAZ3500E
Platform Full Name : FortiAnalyzer-3500E
Version : v5.2.5-build3183 160216 (GA)
Serial Number : FL99999999999999
BIOS version : 00010001
System Part-Number : P15168-01
Hostname : SAMPLEFZ350
Max Number of Admin Domains : 4000
Admin Domain Configuration : Disabled
FIPS Mode : Disabled
Branch Point : 738
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Check Report and Chart Settings Troubleshooting Report Performance

Release Version Information : GA
Current Time : Tue Feb 23 10:22:53 PST 2016
Daylight Time Saving : Yes
Time Zone : (GMT-8:00) Pacific Time (US & Canada).
x86-64 Applications : Yes
Disk Usage : Free 17020.10GB, Total 40314.71GB
File System : Ext4

Line Notes

Current Time This is the SQL insert start time.

File System Ensure the file system is Ext4. Other file systems will likely cause
performance issues.

Possible Solutions

l The Version line shows the software version. Ensure you are running the latest software version.
l Check the hardware Platform Type. Consider upgrading older hardware, especially older hardware running

newer software such as v5.2 or later.
l Ensure File System is Ext4. Other file systems will likely cause performance issues.

Run diagnose fortilogd lograte

This command shows the log receive rate.

Following is a sample result of running this command.

logs/sec: 121091.0, logs/30sec: 119613.9, logs/60sec: 116695.8

Possible Solutions

l If the log rate is higher than the sustained rates for your FortiAnalyzer model, consider upgrading the hardware. See
the Data Sheet on the FortiAnalyzer web page for the sustained rates for your FortiAnalyzer model.

Check Report and Chart Settings

Resolving hostnames usually takes a long time. If the DNS server is slow or does not support reverse DNS, report
generation might hang. Check that Resolve Hostname is disabled:

l In Reports > Advanced Settings, check that Resolve Hostname is not selected.
l In the Chart Library, check that Resolve Hostname is set to Disabled.

If you do not need to show all results, specify a lower maximum number of entries:

l In the Chart Library, check that the chart's Show Top (0 for all results) is not set too high.
Setting this field to 0 for all results causes FortiAnalyzer to list all logs for the chart.
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Troubleshooting Report Performance Check for crashed daemons

Check for crashed daemons

Run diagnose debug crashlog read and check for crashed daemons.

Possible Solutions

l If daemons frequently crash, contact customer support for assistance.

Check if report auto-cache is enabled

Run show system report auto-cache

This command shows non-default settings in the report auto-cache.

If auto-cache is enabled (default), running show system report auto-cache returns nothing.

If auto-cache is disabled, this command returns the following:

config system report auto-cache
set status disable

end

To enable report auto-cache:

config system report auto-cache
set status enable

end

Possible Solutions

l Ensure auto-cache is enabled.
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Check if report auto-cache is enabled for a specific report Troubleshooting Report Performance

Check if report auto-cache is enabled for a specific report

Run execute sql-report list-schedule <ADOM>

This command shows a summary table of all configured reports with their configuration status.

Following is a sample result of running this command.

Possible Solutions

l Check the AUTO-CACHE column. Ensure auto-cache is enabled for the main reports, especially scheduled reports.
See How auto-cache works in the FortiAnalyzer Administration Guide.
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Troubleshooting Report Performance Check if report auto-cache is enabled for a specific report

Check and adjust report auto-cache daemon

Run get system performance

This command shows system performance statistics such as CPU, memory, and I/O usage.

Following is a sample result of running this command.

CPU:
Used:                 49.51%
Used(Excluded NICE):  49.51%

%used  %user  %nice  %sys  %idle %iowait  %irq %softirq
CPU0 27.89  20.60   0.00  5.40  96.42    0.80   0.00     1.79
CPU1 21.62  12.61   0.00  8.20  98.38    0.40   0.00     0.40

Memory:
Total:  6,134,200 KB
Used:   3,770,260 KB   61.5%

Hard Disk:
Total:   82,434,736 KB
Used:    65,283,648 KB  79.2%
IOStat:  tps r_tps w_tps r_kB/s w_kB/s queue wait_ms  svc_ms %util sampling_sec
         4.7   0.2   4.4   27.5  144.2   0.2    52.5     8.4   3.9    599578.78

Flash Disk:
Total:   499,656 KB
Used:    314,416 KB     62.9%
IOStat:  tps r_tps w_tps r_kB/s w_kB/s queue wait_ms  svc_ms %util sampling_sec
         0.0   0.0   0.0    0.0    0.0   0.0    13.6     4.6   0.0    599578.78

Following is a sample result of high %iowait.

FAZVM64 # [530] iowait usage (27.5%) is over limit (23%).
[530] iowait usage (25.9%) is over limit (23%).
[530] iowait usage (28.3%) is over limit (23%).

Possible Solutions

l Check the Used and IOStat lines to see if I/O is busy.
l If both CPU %used and %iowait are high, check if the report cache daemon is running:

diagnose debug enable
diagnose debug application sqlrptcached 8

l If a message shows that sqlrptcached is stopped, do one or both of the following:
l Change the report schedule to run at a less busy time. To see scheduled reports, run execute sql-report
list-schedule <ADOM>. To configure report schedules, see Report configuration in the FortiAnalyzer
Administration Guide.

l Enable aggressive-schedule so the report auto-cache daemon does not stop even under heavy system
load:

config system report auto-cache
set aggressive-schedule enable

end
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Check and adjust report hcache Troubleshooting Report Performance

Check and adjust report hcache

Run diagnose test application sqlrptcached 2

This command shows if hcache creation is able to catch up.

Following is a sample result of running this command.

Number of log table read: all=6453(fortiview=0, rpt=6453) pending=1
Number of log table done: all=6453(fortiview=0, rpt=6453) rpt=6453
Current hcache table entries: 155750
Number of hcache requests sent: 70999
Number of log table vacuums: 39401, pending=2
FortiView hcache load: rounds=817, tbl=653600
ncmdb:
cache hit: sch=0, config=27, chart=140, macro=0, dataset=140 config=27
calls : sch=130, config=11, chart=23, macro=0, dataset=23

The following table provides notes about some output lines in the example.

Line Notes

Number of log table
read

A high pending number indicates the system lacks resources to create
cache.

Number of log table
done

The number of master tables used to calculate the Number of hcache
requests sent.

Current hcache table
entries

Total hcache on the system.

Number of hcache
requests sent

The number of charts per report * the number of master tables * the
number of reports.

Number of log table
vacuums

The postgres built-in status. A high pending number indicates postgres
resource issues.

FortiView hcache load rounds number indicate the number of FortiView caches proactively
loaded into memory.

ncmdb Report configuration database.

cache hit config is the number of enabled auto cache.

Possible Solutions

l A high pending number indicates there are too many pending log tables to read. In this case, consider disabling
auto-cache on some reports. See How auto-cache works in the FortiAnalyzer Administration Guide.
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Troubleshooting Report Performance Check and adjust report hcache

l Run execute sql-report list-schedule <ADOM> and check if there are too many scheduled reports
and if auto-cache is enabled. To change report configuration, see Configuration tab in the FortiAnalyzer
Administration Guide.

l Run execute top to check which applications are using the most system resources.

Run diagnose sql status sqlreportd

This command shows SQL query connections and hcache status.

Before running this command, enable debug messages: diagnose debug enable.

Following is a sample result of running this command.

PID: 671
Thread registered: 6
cur_conn_from: code=6 ddown=0 cli=0 gui=0 quota=0
req_conn_from: code=5 ddown=0 cli=0 gui=0 quota=0
db_conn_from: code=5 ddown=0 cli=0 gui=0 quota=0
close_conn: idle=2415 threshold=0 all_threshold=0

query cache: ver=x64_01
query cache: hash-tbl=29947 entries=816 est-bytes=4241568
query cache: query=1558 hit=783 make=816 del=0 dirty=0 save=776 load=42

hcache: sche-create=1982 sche-hits=89088
        ddown-create=24 ddown-hits=4
        autocache-create=73471 autocache-hits=186204

The following table provides notes about some output lines in the example.

Line Notes

hcache A high sche-hits indicates that report cache is used.

ddown-create A high ddown-hits indicates that FortiView cache is used.

Possible Solutions

l If both sche-create and sche-hits are low, ensure that reports are scheduled and auto-cache is enabled. To
check report configuration, run execute sql-report list-schedule <ADOM>. To change report
configuration, see Configuration tab in the FortiAnalyzer Administration Guide.

Run execute sql-report hcache-check <ADOM> <schedule-id>

This command shows a specific report’s hcache status.

If necessary, check the hcache status of a specific report that you think might be a problem.

For example, if the ADOM is root and schedule-id is 10004, then run execute sql-report hcache-
check root 10004.

To get the schedule-id, run execute sql-report list-schedule root and see the NAME column.
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Check and adjust report hcache Troubleshooting Report Performance

Following is a sample result of running the execute sql-report hcache-check <ADOM>
<schedule-id> command.

layout_num:1
start [0] get layout-id:10004.
start report_process, layout-id:10004, layout title:Admin and System Events Report.
device list:All_FortiGates.
reports num:1.

device list[0].FWF60C3G13006291[root].
device list[1].FG3K2C3Z11800039[root].
......

> checking (10004_t10004-Admin and System Events Report) ...
checking chart Admin-Login-Summary...
8/8 (100%) done 0.131 secs used.
checking chart Admin-Login-Summary-By-Date...
8/8 (100%) done 0.128 secs used.
...

Possible Solutions

l If a few reports are causing a bottleneck, reconfigure those reports. See these sections in the FortiAnalyzer
Administration Guide: Check if report auto-cache is enabled for a specific report, Check and adjust report auto-
cache daemon, and Check and adjust report hcache.
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Troubleshooting Report Performance Summary of commands for troubleshooting report performance

Summary of commands for troubleshooting report performance

The following is a summary of troubleshooting commands used in this appendix.

CLI Notes

get system status This command shows system status such as platform type
(hardware or VM), firmware version, system time, disk usage,
and file system format.

get system performance This command shows system performance statistics such as
CPU, memory, and I/O usage.

show system report auto-cache This command shows non-default settings in the report auto-
cache.

execute sql-report hcache-
check <ADOM> <schedule-id>

This command shows a specific report’s hcache status.

diagnose fortilogd lograte This command shows the log receive rate.

diagnose debug enable This command enables debug messages to run SQL diagnostic
commands.

diagnose sql show hcache-size This command shows the hcache size.

diagnose sql status
sqlreportd

This command shows SQL query connections and hcache
status.

diagnose debug application
sqlrptcached 8

This command sets the debug level of the SQL report cache
daemon.

diagnose debug disable This command disables debug message.

diagnose test application
sqlrptcached 2

This command shows if hcache creation is able to catch up.

execuate sql-report list-
schedule <ADOM>

This command shows a summary table of all configured reports
with their configuration status.

execuate top This command shows the processes running on the
FortiAnalyzer system.

diagnose debug crashlog read This command prints information of all crashed daemons.

13 Report Performance Troubleshooting Guide
Fortinet Technologies Inc.



Copyright© 2018 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet,
Inc., in the U.S. and other jurisdictions, and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product or company
names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and
actual performance and other results may vary. Network variables, different network environments and other conditions may affect performance results. Nothing herein
represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written
contract, signed by Fortinet’s General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified
performancemetrics and, in such event, only the specific performancemetrics expressly identified in such binding written contract shall be binding on Fortinet. For
absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. In no event does Fortinet make any
commitment related to future deliverables, features or development, and circumstances may change such that any forward-looking statements herein are not accurate.
Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify,
transfer, or otherwise revise this publication without notice, and themost current version of the publication shall be applicable.


	Change Log
	Troubleshooting Report Performance
	Group reports
	Run the same report on a difference device
	Check hardware and software status
	Run get system status
	Run diagnose fortilogd lograte

	Check Report and Chart Settings
	Check for crashed daemons
	Check if report auto-cache is enabled
	Run show system report auto-cache

	Check if report auto-cache is enabled for a specific report
	Run execute sql-report list-schedule <ADOM>
	Check and adjust report auto-cache daemon
	Run get system performance

	Check and adjust report hcache
	Run diagnose test application sqlrptcached 2
	Run diagnose sql status sqlreportd
	Run execute sql-report hcache-check <ADOM> <schedule-id>

	Summary of commands for troubleshooting report performance


